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My name is Daren Epps. I am a security consultant for Wang government Services, and I am here to present to you the NTAG Microsoft Windows 2000 Briefings as prepared by the program manager for the Global Combat Support System GCSS ARMY.

Agenda

The agenda for today’s presentation is:

1. I will present to you a background of the task that we assumed the leadership role in producing…

2. I will present a content description of each paper produced as a result of each individual task... 

NTAG Tasks Plan

•Strategic:
Define the scope and objectives of each task; schedule; identify required resources.

•Tactical:
Laboratory set-up; research; prepared a deliverable of our findings. 

We attacked the task first looking at it strategically in a managerial aspect identifying the …..

We then tactically approached the task by …

Tasks

As a result, we assumed the lead in researching the following areas.  AD, MSMQ, IIS, PKI, and the Windows Security Model.
Execution Methods

For our execution methods, we first gathered as much material as we could that Microsoft provided, and also what the government provided as far as standards and regulations.  We actively tested and evaluated some of the functions of Win2K to the best of our ability in our Alexandria Laboratory.  We also solicited outside sources for assistance in compiling the final result.
I know most of you are sitting waiting to see if I am going to tell you something you haven’t already heard before.  Sorry to disappoint you, but Plenty of what you will hear today is an overview of some concepts associated with Windows 2000 that we were tasked in evaluating.  I am only presenting an abstract summary of the papers and will not go into detailed description of the content presented  The papers contain plenty of coded examples, configuration details, checklist, how to’s, and scenerios associated with using these features in your customers environment.  So, these are contents I am sure you have heard over and over again, so bear with me these next few minutes.

The first task I shall present is task 6.2 Active Directory

The first chapter of the paper discusses fundamental Active Directory concepts and architecture.   Of the many enhancements to the Windows NT Server 4.0 operating system, was the introduction of the Active Directory.  Active Directory stores information about network objects and makes this information available to administrators, users, and applications. 

This diagram details how Active Directory acts as the central store for all network information. Active directory not only stores the information for Users such as their Privleges and profiles, Clients and Server policies, and devices such as printers and the access to them……., but all aspects of the network including network devices and their configurations, firewall configs and policies, applications, network services such as Exchange, Web Servers, and Security Servers, 

You use domains, trees, forests, along with trust relationships of organizational units, and sites to structure the Active Directory network and its objects. You can delegate administrative responsibility for organizational units, domains, or sites to appropriate individuals or groups, and you can assign configuration settings to those same three Active Directory containers.  

The second chapter discusses the programming extensions afforded by the Active Directory Systems Interface (ADSI).  The information presented here summarizes detailed information found in the ADSI Programmer’s Guide available in the Platform SDK, Network Services section of the MSDN Library.  (ADSI) provide a object-oriented interface to the Active Directory4. Developers can use many different programming languages, including Java, Visual Basic® programming system, C, C++.   Microsoft supplies ADSI providers for Novell  NetWare 3, Windows NT   Active Directory is built on standard directory access protocol LDAP Lightweight Directory Access Protocol, which enable Active Directory to interoperate with other directory services and a wide variety of third-party applications.  The LDAP provider that comes with ADSI can be used with any LDAP directory, Microsoft Exchange 5.5,  Netscape, or NDS  Developers and administrators can add objects and attributes to Active Directory by creating scripts based on ADSI 

The third chapter discusses Active Directory’s use of the Domain Naming System (DNS).  The Active Directory is tightly integrated with the Domain Name System (DNS), which is used to resolve computer and service names to TCP/IP addresses. The Active Directory uses DNS as the location service.  When an Active Directory server is installed, it publishes itself via Dynamic DNS, which dynamically updates a DNS server with new or changed values. Dynamic DNS is a recent addition to the DNS standard. Prior to Dynamic DNS, administrators needed to manually configure the records stored by DNS servers.

The next task I shall present is task 5.8 Microsoft Service Message Queue
MSMQ, previously part of the NT 4.0 Option Pack is now standard to the 2000 installation.  MSMQ is a message queuing communications technology that enables applications on different systems to communicate with each other. The first chapter defines MSMQ and explores its architecture.  

 Chapter 2 deals with the hardware and software requirements and design considerations of developing and running MSMQ applications. The chapter discusses considerations in designing message queues, hard disk configurations, and performance measurements from different networking scenarios.  

Chapter 3 outlined the installation and configuration of MSMQ.   The chapter also demonstrates use of the Message Queue Explorer and provides examples of sending test messages, locating a opening a queue, and retrieving particular messages from queue. 

Chapter 4 discusses the programming extensions in developing Message Queue applications.  Message queuing applications can be developed using C++ APIs or COM objects.  This section describes the functions, properties, structures, and error codes, and the COM components provided by the Message Queuing (MSMQ) Software Development Kit (SDK).  

Chapter 5 discusses security considerations and solutions of MSMQ. MSMQ controls access to queues by integrating with the Windows NT Directory Services and object based Access Control Lists. Privileges can be defined and access rights assigned, such as whom can send to receive from a queue. This chapter addresses MSMQ security services that provide digital signatures for authenticating messages, security descriptors for access control of queues, encryption services for private messages, and auditing services for tracking performance. 

The next task I shall present is task 5.4 Internet Information Server 5.0  Microsoft Internet Information Server (IIS) is an Internet file and application server included with the Microsoft Windows NT Server operating system.  IIS version 4.0 was previously shipped with the Windows NT 4.0 Option Pack.  Before, it was relatively complicated to install IIS, now; IIS 5.0 is installed as part of the Windows 2000 installation process 

Chapter 2 discusses ActiveX Data Objects (ADO) and the relevant programming interfaces.
Microsoft® ActiveX® Data Objects (ADO) is a language-neutral object model.  Because it is language neutral and accommodates a variety of development languages, it is difficult to present the practical usage for each environment. This chapter did not attempt to provide an exhaustive description of all the methods and properties of all the ADO objects.  The primary goal was to introduce the features of ADO in enterprise and distributed real world systems.    By adopting ADO, you have an open architecture that can provide more than just access to relational databases, but other data sources such as web pages and spreadsheets.

Chapter 3 discusses Active Server Pages (ASP) and the relevant programming interfaces.   ASP is a server-side scripting environment that comes with IIS. You can use ASP to combine HTML pages, script commands, and Component Object Model (COM) components to create interactive Web pages or Web-based applications. There are a number of new ASP features in IIS 5.0, such as new flow control capabilities and error handling features that make it easier to write and control the behavior of Web applications.  As with ADO, the paper didn’t attempt to provide an exhaustive description of all the methods and properties of ASP, but rather to introduce some of the features in creating a baseline for future use.

Chapter 4 addresses the tools and issues regarding web server performance and scalability.  Windows NT Server's performance monitoring tools, such as Performance Monitor, Task Manager, PerfLog, and Web Capacity Analysis Tool (WCAT), provide a familiar interface to monitor performance on the Web server. The paper gives examples and configuration details on all of these tools to monitor your web server.

The last chapter of this paper discusses IIS security features.  Again, We see Active Directory as the central hub of information for secure information.  IIS supports many of the Internet-standard security protocols.  Of particular interest in IIS 5.0 is support for emerging standards including: Fortezza, Transport Layer Security, Digest Authentication, and the Kerberos v5 authentication protocol, Security standards are used in conjunction with a multi-step process used to secure Web sites.  

The next task I shall present is task 6.1Windows 2000 Security Model 
The major focus of the Windows 2000 security model was Centralized Administration, and flexible deployment. And they managed to achieve this through the integration of the security services with Active Directory, which acts as the central hub of secure information.  Win2K also provides a foundation for integrated security for all services, including Microsoft Exchange, SQL Server, IIS, and Microsoft Systems Management Server.  The Security Configuration Tool Set allows you to configure security for a Windows 2000-based system, and then perform periodic analysis of the system to ensure that the configuration remains intact or to make necessary changes over time.  An administrator can configure his Management Console to his or her ‘s needs and use this as a single point for administering the entire enterprise.

Microsoft also incorporated a number of authentication mechanisms into Windows 2000 for this flexible deployment.  This is focused on allowing multiple ways for users to prove their identity as they come into the system.  Some examples there are using PKI certificates, using a smart card, or using the user name password that's sort of the traditional sign-on mechanism for NT to prove your identity.  So really what that does is it ends up having security services available to many different scenarios including mobile users, LAN and WAN users, home users etc.

Kerberos

 Kerberos is a network authentication protocol that's focused on proving the identity of the user requesting a resource. Kerberos replaces the NT Lan Manager because it proves stronger authentication. The Kerberos authentication protocol provides a mechanism for mutual authentication between a client and a server, or between one server and another, before a network connection is opened between them.   Kerberos also has some extensions that allow us to pass authorization information within that protocol.   As an example, PKI and Kerberos also can work together in that PKI can be one mechanism for proving your identify with a certificate, and then Kerberos will take over and then take care of the network authentication and authorization from there on out.

(Single Sign On not yet worked out)

VPN

A virtual private network (VPN) is the extension of a private network that encompasses links across shared or public networks like the Internet. A VPN enables you to send data between two computers across the Internet in a manner that emulates the properties of a point-to-point private link.  3 things are taken in consideration when discussing VPN’s; Connection, Authentication and Encryption for Security.

To ensure connection, data is encapsulated, or wrapped, with a header that provides routing information allowing it to reach its endpoint.  To emulate a private link, the data being sent is encrypted for confidentiality. Packets that are intercepted on the shared or public network are indecipherable without the encryption key. Microsoft utilizes several different protocols to accomplish this. . By using protocols as Layer 2 tunneling, or Internet Protocol Security (IPSec). Win2K will be able to supports network-level authentication, data integrity, and encryption.

In the past, our company has recommended third party solutions to this problem.  Windows 2000 seems to have considered the customers needs and created a built in solution.

The next task I shall present is task 6.1.1 Public Key Infrastructure

The first chapter provides an overview of the PKI in Windows 2000. The Win2K operating system introduces a comprehensive public key infrastructure (PKI) extending on what’s been introduced over the past few years.  Win2K provides an integrated set of services and administrative tools for creating, deploying, and managing PK based applications. 

What this diagram shows is how once again Active directory is the centralized store for security..

The domain administrator sets security privileges from his nice little console that he configured for his personal use…where does he store it….

The client workstation logs into the enterprise and seekd to authenticate using Kerberos….where is his information stored that can identify him….

The second chapter revisits the certificate services architecture, which is the key element in PKI.  This allows you to deploy one or more enterprise Certificate Authorities, which support certificate issuance and revocation. They are integrated with Active Directory, which provides CA location information and CA policy, and allows certificates and revocation information to be published 

He wants to obtain a certificate for secure email,he gets the certificate from his Certificate Authority…but where is the location of the certificate authority located…..including the policy information associated with his certificate….
The second chapter also summarizes the programming tools available to customize the various parts of the Windows 2000 PKI architecture.  It presented code examples that illustrated methods by which the PKI architecture can be customized for application and/or customer requirements.

Chapter 3 demonstrates possible PKI application usage.  Win2K’s PKI Implementation will afford users the opportunity to provide web security, secure email, digitally signed content, and encryption of file systems.

In June of last year, we demonstrated the PKI features in our Alexandria Virginia laboratory.  Our consultant successfully demonstrated a possible PKI application.  He created a user certificate, and configured the Secure/Multipurpose Internet Mail Extension (S/MIME), which use industry standard X.509 certificates. S/MIME defines the profile for the certificate to ensure interoperability.  He then demonstrated a possible application of using the PKI solution with sending and receiving secure email, and exporting the created certificate to floppy for remote use.

Microsoft will provide a migration path for Exchange users to move to the more generalized PKI infrastructure provided by Windows 2000, which includes a more structured use of the Active Directory and a common Enterprise Certificate Authority. 

Chapter 4 details the Configuration of Certificate Services, and how to review, renew, import and export a certificate.  The Windows 2000 Help File system contains many checklists and “how to” that help the engineer and administrator install, configure and manage the Windows 2000 environment.  

Basically, our impression is that Win2K is a good operating system because it’s going to encompass as well as integrate all these features that NT 4.0 didn’t have and you had to go out and but 3rd party products to do what you wanted.  We all know Microsoft didn’t invent all these new features….like Directory Services, and Kerberos…they just managed to be the first to include them all attempt to make them work smoothly together.  There still is allot of testing that needs to be done, and we look forward to getting with the NTAG community to do further research.   







