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7. Windows New Technology (NT)-Based Segments

The DII COE for the Windows NT Operating System is intended to provide DOD CINCs, Services, and Agencies (C/S/A) with an environment that is compatible with commercial practices while maintaining security. Because of the widespread use of NT-based platforms, the DII COE is provided in this environment to take advantage of commercial development and lowered platform costs.

This chapter describes the technical requirements for building and integrating software components on top of the Windows NT platform. The present DII COE supports Windows NT
 only. When the Windows NT Logo Program is referenced in the remainder of this chapter, it is understood to mean the program as defined by the requirements in Designed for Microsoft Windows NT and Windows 98 Logo Handbook for Software Applications. This handbook will be referred to in the remainder of this chapter as the Windows NT Logo Program Handbook. The intent is to use the Windows NT Logo Program as the primary set of requirements that Win32 software components for COE platforms must meet. The main goals of the COE and Windows NT Logo Program are the same.

· “Tested” - The segment has been tested and is fully functional on Windows NT platforms.

· “Best User Experience” - The segment has been designed to provide optimum usability and to ensure a consistent, accessible user experience.

· “Works well with Other Applications and Devices” - Segments are designed to take advantage of the latest software & hardware technologies available on Windows NT.

It is recognized that systems built for the Warfighter must meet many unique requirements that are not required of commercial software. In recognition of these unique requirements, this chapter is designed to provide guidance for:

· Unique DII COE requirements that are not addressed in the Windows NT Logo Program Handbook,

· DII COE requirements that are different from those directed in the Windows NT Logo Program Handbook, and

· Legacy segments built to DII COE 2.x and 3.x specifications.

This chapter also provides guidance in areas where there are important differences between NT and UNIX. The COE concepts are not specific to UNIX, or NT, or any other operating system or windowing environment. However, certain adjustments to COE implementation details are required to support differences between the NT and UNIX environments, and to meet the additional technical requirements stipulated by the NT environment (e.g., registry XE "registry" ).

All of the requirements discussed in other chapters, except as noted in those chapters, are also requirements for NT segments. Chapter 6 in particular describes the segmentation process and the format of segment descriptors that are used for both UNIX and NT.

The extensions described in this chapter to accommodate NT are not platform-dependent. Microsoft Windows NT, in all of its commercially licensed forms, are DII-compliant operating systems. Throughout this version of the I&RTS, the terms “NT” and “PC” may be used interchangeably with the understanding that NT is not limited to PC platforms.

7.1 Windows NT COE Architecture

UNIX and NT architectures are similar in many ways, but there are also many fundamental differences. A goal of the COE is to capitalize on the similarity and to negate or minimize the impact of the differences.

Figure 7‑1 is a simplified diagram that illustrates the relationships between the Windows NT version 4 internal components and the COE layers. The labeled boxes in the Infrastructure Services and Common Support Applications layers are not intended to be all encompassing nor are they intended to conflict with the COE architecture diagrams in Chapter 2. The boxes are representative of the services and COE-component segments in the COE and are designed to illustrate the COE platform architecture, as defined in Chapter 2, from the view of an NT COE based platform. The Infrastructure Services, Common Support Applications, and mission-application segments may reside on one platform or may be distributed on separate servers and workstations. Figure 7‑1 is provided merely as a common reference point for discussions of the Windows NT architecture and the COE in the sections that follow.
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Figure 7‑1: Windows NT Architecture

7.2 Windows NT COE Segmentation

Chapter 6 describes the segmentation process in detail. The segmentation process is primarily aimed at providing a standardized approach for software installation, for providing a method for software to state dependencies and conflicts, and to allow software to describe system resources it needs so that the COE can arbitrate potential conflicts. However, many COTS products are already packaged with their own method for doing software installation and it is not always cost-effective to “fully segment” such products. In consideration of this fact, Chapter 6 also describes an “abbreviated segmentation” process that allows products, particularly COTS products, to be installed through vendor-provided instructions and yet preserve the benefits of the COE segmentation concept. Abbreviated segmentation is even more important in the NT environment due to the much larger potential software base of already-developed applications that will be useful in a COE-based system.

· Full Segmentation: Full segmentation  XE "Full Segmentation" is the incorporation of segment descriptor files (SDFs) with executables, icons, menus, and data into a complete software package that is installed using the COE-provided segment installer, COEInstaller. Segments shall be location insensitive so that they may be installed in any directory chosen by the operator.

· Abbreviated Segmentation: Abbreviated segmentation XE "Abbreviated Segmentation"  is a two step process. First, the executables and data are installed out-of-the-box using native OS services or software provided by the vendor (i.e., setup.exe), typically into a \Program Files directory structure. Second, the COEInstaller is used to install SDFs that provide the relevant information about the COTS product installed (such as dependencies and disk space requirements) and any other installation tasks that the vendor-provided installation does not perform. For example, the Registry segment descriptor can be used to create registry entries required by the Windows NT Logo Program if the vendor-provided program (such as in a simple self-extracting .exe file) does not do so. See subsection 7.2.6 for more details on abbreviated segmentation. Note that the COEScanCOTS
 tool creates the SDFs automatically.

Subsection 7.2.6 below discusses segmentation issues that are important for the NT environment for both “full” and “abbreviated” segmentation.

The degree to which “plug and play” between segments is possible is highly dependent upon the degree to which segments are Windows NT Logo Program-compliant. For this reason, the I&RTS fully supports the Microsoft Logo branding approach as a subset of the requirements for full DII compliance regardless of whether full or abbreviated segmentation is chosen. DII compliance XE "DII compliance"  for NT segments measures the degree to which a segment or system achieves conformance with the rules, standards, and specifications identified by the COE and the Windows NT Logo Program. Segments shall use the Windows NT Logo Program Handbook for development guidance and should strive to meet Windows NT Logo Program specifications. However, segments are not required to have a Microsoft Logo license.

It is recommended that all segments pass Windows NT Logo Program verification testing conducted by an authorized verification lab. Segment security classification levels do not negate the recommendation for verification testing. COTS verification testing results, for the same major version release, are also acceptable when obtained from the COTS vendor or another program. The independent verification test results for COTS segments should be submitted with the segment. Programs and developers may obtain a (free
) copy of the Logo Install Analyzer (analyze.exe) software and the current list of Windows NT core files from VeriTest Inc. This tool and list can be used to help establish pre-test compliance with the Windows NT Logo Program. The results of these tests should be submitted to the appropriate DII COE verification lab along with the Appendix B checklists for DII compliance evaluation.

7.2.1 Segment Suites

Segment Suites XE "Segment Suites"  are a collection of segments that are designed to operate in conjunction with one another and are much like aggregate segments. However, unlike aggregate segments, individual segments within a Suite are designed to be optionally loaded based upon operator selections. The “root” segment within the Suite is designated as the parent segment XE "parent segment"  and is denoted with the Segment Suite attribute
 (see Chapter 6) instead of the Aggregate attribute in the SegName XE "SegName"  descriptor. Remaining segments within the Suite are called member segments XE "member segments"  and are designated with the Child XE "Child"  attribute just as for aggregate segments.

Each segment within the Suite is packaged according to its segment type as described in Chapter 6. COTS application suites like Oracle Enterprise Server are exempt from these requirements. Developers who combine COTS applications into a Segment Suite, when they were not originally designed by the vendor to be assembled together into a custom COE Segment Suite, must meet the requirements for Segment Suites.

Member segments in a Suite are normally designed to share common functions, dialog windows/boxes and subcomponents like spell checking. These shared subcomponents are normally contained in library files or their own executable file and are shared between two or more of the member segments. Shared subcomponents can be required or optional by member segments. Components, such as common functions and dialog boxes, that are required by one or more of the member segments are always installed when the Suite is installed and are packaged as part of the Suite parent segment. Optional shared components are normally installed only when selected for installation.

A Segment Suite shall have one installation routine capable of installing one or more of the member segments at a time. During installation each segment may or may not be selected for installation. Normally a Suite’s member segments are installed together, but they need not be. Each member segment in a Segment Suite is capable of operating independently of the other member segments. Segments in a Suite should not have dependencies upon other member segments. The shared files required by each segment are not displayed as selectable, but are automatically loaded with the selected segment(s). Optional shared subcomponents may not be installed unless at least one segment in the Suite is installed. Each segment in the Suite shall be Windows NT Logo Program compliant.

The Suite and each member segment shall have a separate home directory. The Suite’s home directory and required shared files are always installed. Each member segment’s home directory is created directly under the Suite’s home directory. The actual location of the Suite’s home directory, SegDir, is determined at installation time but defaults to drive:\Program Files\SegDir. Shared files within the suite are located on the same drive at drive:\Program Files\Common Files\SegDir. Shared files are installed in the appropriate subdirectory as described in subsection 7.2.4.

The COE requires that each segment include a Security segment descriptor. This is used primarily as a documentation aid and is used to indicate which segments are classified and at what level. The security level of the Suite must be dominated by the member segment with the highest security level.

Member segments shall individually specify their own disk space and memory requirements. The $DISK XE "$DISK"  and $MEMORY XE "$MEMORY"  keywords in the SegInfo XE "SegInfo"  descriptor, for the parent Suite segment, shall include the total for itself plus the space required for common subcomponents, but not for individual member segments. Member segments in the Suite must specify a dependency on the parent Suite segment.

7.2.2 Partition Structure Requirements

NT-based COE platforms shall have a minimum of three disk partitions.

1. System drive  XE "System drive" - reserved for the operating system files and core components. (The system drive is also referred to as the primary partition XE "primary partition" .)

2. Segment drive XE "Segment drive"  - reserved for mission-application segments.

3. Data drive XE "Data drive"  - reserved for:

· User and group file storage

· Segment dynamic data files

· Database segments.

Alpha-based NT COE platforms require an additional partition, approximately 6 MB in size, for a bootstrap image and Basic Input Output System (BIOS) use.

The intent is to separate system files, segment and application files, and dynamically changing data files from each other. The separation of these file types is required to facilitate operational, backup, and security requirements. The three COE required drives shall each be a logical drive. There is no intent to restrict how the three logical drives are created. A logical drive can consist of one or more physical hard drives or a physical hard drive can be configured to contain one or more of the three logical drives (system/segment/data). The three logical drives are not required to be assigned to a specific drive letter. See subsection 7.4.5.1 for specific details on server partition requirements and subsection 7.4.6.1 for workstation partition requirements. The COE encourages the use of stripe and volume sets and other schemes to span the logical drives across multiple physical hard drives.

NT COE platforms shall have the operating system and core components on a dedicated logical system drive. No minimum logical drive size is recommended. The primary partition’s size is dependent upon the number of core components installed with the operating system files. The number of core components on a workstation is normally dependent upon the functionality needed to meet the requirements of installed mission-application segments. On servers the number of core components is dependent on the functions the server provides to client platforms. The size of the system drive is further complicated by legacy COTS applications or abbreviated segments that automatically install files to the system drive.

Mission-application segments and COTS applications shall be installed on a dedicated logical segment drive. More then one drive may be labeled as a segment drive; the assigned drive letters are not required to be sequential. Figure 7‑2 illustrates a segment drive located on the logical D: drive with only the GBSSBM segment installed. The subdirectory \[other] in Figure 7‑2 represents subdirectories, in this hypothetical example, that are required to support GSSBM operations. Subsection 7.2.4 provides further detail on the subdirectory structure.
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Figure 7‑2: Segment Drive Example

Data files that are dynamic in nature shall be installed on a dedicated logical data drive. Dynamic data files include:

· User home directories

· Group home directories

· Database segments

· Data segments

· Segment data files that are changed and updated by the segment.

More then one logical drive may be utilized as a data drive; the assigned drive letters are not required to be sequential. Figure 7‑3 illustrates a data drive located on an NT COE server’s logical E: drive. The drive contains:

· The user and group area, containing two users (Jones.M and Smith.J) and two groups (AF_GBSSBM and AF_GBSRBM).

· A \Data directory with dynamic data files for two segments: TIMER, which runs locally on the server, and globally available data files used by the mission-application segment GBSSBM’s clients.

· A database segment, GBSDB.

Subsection 7.2.4 provides more detail on a segment’s subdirectory structure.
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Figure 7‑3: Data Drive Example

7.2.3 General Directory Structure Requirements

The basic directory structure described in Chapter 6 is supported on NT for legacy segments. It shows the root directory for segments as \h. However, commercial practice on Windows NT platforms is to use \Program Files as the root directory for applications. Therefore, the COE tools are migrating to this practice. In the interim, NT COE platforms may have both the legacy \h and the \Program Files convention. The intent is to ensure that the DII COE directory structure follows commercial practices, when practical, and is compliant with the Windows NT Logo Program.

The present COE installation software
 will attempt to put segments on the primary disk drive first. However, an operator should override this in order to conform to conventions described in subsections 7.4.5.1 and 7.4.6.1. Segments should only be installed on the system drive (partition) when disk space on other logical drives is unavailable.

The following guidance is provided for NT-based segments.

· The directory structure for NT segments shall be self-contained and shall be location- insensitive. This then allows the decision of where to place a segment to be made at installation time and not a hardcoded requirement of the segment. Segments shall use the Win32 API, in accordance with the Windows NT Logo Program, to return handles to directory locations rather than relying upon a fixed, hardcoded structure.
· The segment directory structure shall be implemented in accordance with the Windows NT Logo Program Handbook. This means that segments will be located by default underneath the standard directory \Program Files\SegDir. But as per the previous requirement, an operator will choose whether the segment is to be installed as per industry convention (i.e., \Program Files) or as per local site conventions.

· Segments that share files shall locate shared files underneath the standard directory

\Program Files\Common Files\SegDir Shared

where SegDir is the “owning” segment’s assigned directory. Subdirectories underneath this Shared subdirectory should be named to correspond to the file type for the shared files. For example,

\Program Files\Common Files\SegDir Shared\DLL
would be appropriated for shared DLLs.

· Developers shall place segment descriptor information in the subdirectory SegDir\SegDescrip as described in Chapter 6.

· Segment data files that are dynamically updated as a user interacts with the segment, but that are identified with a user role and not a specific user, should be placed underneath the standard directory

Data drive:\Data\SegDir\Data

where SegDir is the segment’s assigned directory.

· The Personal subdirectory shall be used to store operator preferences (rather than the UNIX Prefs subdirectory described in Chapter 6). See subsections 7.4.5.2 and 7.4.6.2 below.

· Refer to subsections 7.4.5.2 and 7.4.6.2 below for detailed guidance on conventions for global and group data requirements.

· Refer to subsections 7.4.5.2 and 7.4.6.2 below for guidance on directory structure naming conventions for subdirectories underneath SegDir.

· Developers shall ensure that the segment separates the runtime environment from the development environment. This requirement is so that a segment delivered to a site will contain only those files required for operation and will not include source code, makefiles, header files, etc. It also simplifies configuration management so that segment files can be collected as appropriate for operational sites (executables and data), for developers who wish to use APIs provided by the segment (header files and linkable libraries), and for SSA engineers who perform quality assessment on the segment (source code and makefiles). Refer to subsection 7.8.22 for implementation details.

· Developers shall ensure that classified files are separated from unclassified files and delivered in separate segments as described in Chapter 6.

7.2.4 Segment Subdirectory Structure

The Windows NT Logo Program does not provide guidance for subdirectories below a segment’s home directory. The intent here is to provide guidance on the subdirectory structure for all types of segments, except COTS. This guidance builds on Chapter 6 and the Windows NT Logo Program directory structure requirements.

The intent is to have segments create only those subdirectories required to store files. Empty subdirectories should be created during the segment’s installation when files will be created in the subdirectory by the segment. Subdirectories other than those listed below may be created as required, but such directories shall not duplicate the purpose and function of any required subdirectory. Subdirectory names, for new subdirectories, must meet the naming conventions in subsection 7.6.1.

Except COTS, segments shall use the following subdirectories under SegDir for files that fit within the categories identified:

· \bin - executables and DLLs that are not shared

· \Data - static data, should only contain subdirectories or individual data files

· \Data\INI - initialization (.ini) files

· \Data\Help - help (.hlp) files

· \Doc - documents and manuals (help files do not go in this subdirectory)

· \Setup - setup files used to reconfigure the segment or Suite after installation.

Except COTS, segments shall use the following subdirectories underneath their \Program Files\Common Files\SegDir Shared for files that fit within the categories identified:

· \Data - shared static data files

· \DLL - shared library files.

Directory and subdirectory requirements for segment submission to the SSA are discussed in subsection 7.8.22.

Figure 7‑4 is a sample segment drive that illustrates the following key points about segment subdirectory structures:
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Figure 7‑4: Segment Directory Structure Example

· The Netscape web browser, a COE-component segment, is installed out-of-the-box into the default home directory \Program Files\Netscape. Any required subdirectories to support the abbreviated segmentation process are created by the COEInstaller.

· The Segment Suite GBS has three separate directory structures. First, the segment’s home directory, \Program Files\GBS, is created during the segment’s installation and the segment is installed there. Second, the files shared by one or more members of the Suite are installed into the appropriate subdirectory under, \Program Files\Common Files\GBS Shared. Third, the segment’s COE required directory, \h\COTS\GBSSBM, and subdirectories are created by the COEInstaller.

· The abbreviated software segment GBSSBM, a mission-application segment in the GBS Suite, has two separate directory structures. First, the segment’s home directory \Program Files\GBS\GBSSBM is created during the segment’s installation routine. The segment’s commercially based installation routine is developed to install the segment into this directory, in accordance with the Windows NT Logo Program. Second, the segment’s COE required directory, \h\COTS\GBSSBM, and subdirectories are created by the COEInstaller. Subdirectories are created based on the segment’s segment descriptor files.

7.2.5 Data Directory Structure

Figure 7‑5 is a sample data drive that illustrates the following key points about segment dynamic data directory structures:
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Figure 7‑5: Data Directory Structure Example

· Chapters 5 and 6 define data in terms of data scope. The intent of this section is to show how the guidance in Chapters 5 and 6 on data, with local or global scope, is applied to NT-based COE platforms. The data directory structure is the same for all Windows NT-based COE platforms, whether a workstation or server. Static data used by a segment shall be stored in the \Data subdirectory under the segment’s home directory, as shown in Figure 7‑4.

· Data that is dynamic in nature shall be stored on a logical drive designated as a data drive. Data that is managed and updated by the segment during operations, where the segment and data reside on the same platform (local scope), shall be stored in the directory Data drive:\Data\local\SegDir\Data, where SegDir is the segment’s assigned directory. An example of this structure is the TIMER segment shown in Figure 7‑5.

· Dynamic segment data with global scope shall be stored in the directory Data drive:\Data\global\SegDir\Data. An example of this structure is the GBSSBM segment shown in Figure 7‑5. Data stored in the Data drive:\Data\global\Gbssbm\Data subdirectory is created, updated, and deleted by GBSSBM client systems. Normally the directory is shared on the network to allow client access to the data.

· Data managed by a database management system like Oracle, Sybase, Informix, or SQL server is stored on a database server underneath the directory Data drive:\SegDir\DBS_files. Database data files (tablespace, index, log) may be located on the same drive (partition) with the \users directory, or it may be on one or more dedicated physical or logical drives. Figure 7‑5 illustrates a combined users and data drive. The database segment directory shown has a segment whose assigned directory name is GBSDB. The subdirectory structure underneath this segment is dependent upon the segment’s design. The data access standards (JDBC, ODBC, OLE-DB) used between client and database server, or server and database server does not change the COE directory structure requirements. If the segment supports more than one mission application, each mission application’s data files shall be in a separate subdirectory. For example,

Data drive:\GBSDB\DBS_files\MissionApp).

Every NT-based database segment, when required shall have the following subdirectories under their home directory:

· \bin - executables and DLLs that are not shared

· \Data - static data, should only contain subdirectories or individual data files

· \Data\Help - help (.hlp) files

· \DBS_files - database files

· \Doc - documents and manuals (help files do not go in this subdirectory)

· \Install - scripts to install and create the database segment

7.2.6 Segmentation Requirements

To the extent possible, the DII COE will transition to commercial-based kernel software for all supported platforms, whether running UNIX or NT software. In support of this direction, the DII Segment Installer  XE "COEInstaller" will transition to the native NT Control Panel’s Add/Remove Programs applet. When this occurs, it is expected that there will be no distinction between full and abbreviated segmentation. The segmentation process will be compliant with the Windows NT Logo Program specifications and will aid the transition of programs to the native install/deinstall capabilities planned for Windows 2000 and the Zero Administration Workstation
 initiative.

In the interim until the transition to a pure commercial kernel is completed, all NT COE platforms are required to install the DISA-provided NT DII COE kernel and to do full or abbreviated segmentation as described here.

7.2.6.1 Full and Abbreviated Segmentation

The requirements listed below apply equally to full and abbreviated segments, except as noted.

· Developers may choose either full or abbreviated segmentation for NT COTS products, but need to obtain prior Chief Engineer approval for selecting the abbreviated segmentation process.

· Developers shall use full segmentation for GOTS segments.

· Both full and abbreviated segmentation requires that SDFs be created in accordance with Chapter 6 and the appropriate sections below. The SDFs designate the desired registry entries for NT segments. SDFs are used by the DII COEInstaller to set COE-specific registry settings for the segment. As per Chapter 6, segment descriptor information is contained in files located under SegDir\SegDescrip whether full or abbreviated segmentation is used. (SegDir is the segment’s assigned
 directory, not the segment prefix.) As per the requirement that follows, the location of SegDir will be determined at installation time.

· DII compliance requires that developers create segments that are location insensitive. COTS products should also be location insensitive, but this is not always possible due to vendor development practices.

· Segments must operate under Windows NT
 in accordance with the Windows NT Logo Program.

· To facilitate the transition to a commercial kernel, the Windows NT Logo Program Handbook shall be used for developing DII-compliant NT segments. It should be noted that any extensions unique to Microsoft shall be avoided when possible. When not possible for COE-component segments, any Microsoft-unique extensions must be clearly articulated (with supporting rationale) to the DII COE Engineering Office.

· At a minimum all segments shall properly register components in accordance with the Windows NT Logo Program Handbook. Refer to subsection 7.8.17 for additional COE-specific requirements.

· Segments must completely uninstall from a system by means of an automated, registered uninstaller
. Segments must not remove core components or shared components necessary to other applications.

· Segments that contain hardware device drivers must at a minimum support Windows NT; device drivers for Windows 95/98 are optional. Device drivers shall be compliant with the Windows NT Logo Program for Hardware. Hardware and device drivers shall follow the applicable design guide
: PC 98 Hardware Design Guide or Hardware Design Guide Version 1.0 for Microsoft Windows NT Server.

7.2.6.2 Abbreviated Segmentation Considerations

This section discusses additional considerations appropriate for abbreviated segmentation, which is especially relevant to products that are installed using a commercial Windows installation program rather than the COE Segment Installer tool. The abbreviated segment must be installable out-of-the-box and even though a commercial installation program is used for the installation, it is necessary to provide some segment descriptor information for use by the rest of the COE. In particular, the COE needs such information so that it can recognize the existence of an abbreviated segment, so that other segments can state dependencies on the abbreviated segment, and to be aware of certain characteristics of the segment, such as disk space used.

· To minimize installation and operational problems with filename and environment variable conflicts, all segments shall comply with the Windows NT Logo Program. The default installation location is found by querying the following registry key:

HKLM\Microsoft\Windows\CurrentVersion\ProgramFilesDir.

The value of this key is established when the kernel is installed, and for DII-compliant platforms, the registry key value will be drive:\Program Files. The installation program must query this key to ensure that segments load correctly if, for example, a user has renamed this directory on their machine.

· The installation program, except for COTS, must check up-front whether the current user is a member of the administrator’s local group; when not a member the Installer must fail gracefully. In accordance with the Windows NT Logo Program, the Installer must fail gracefully in the case where a file cannot be installed or replaced because file system security prevents an existing file from being written or overwritten. This will avoid confusion later by preventing the user from getting file copy errors from which there is no recovery.

· An abbreviated segment will require a DEINSTALL segment descriptor file unless it is a “permanent” segment as described in Chapter 6. This descriptor file, however, for abbreviated segmentation will typically not have any executable statements in it. It serves only to let the COE installer know that it is permissible for a user to delete the segment. The actual segment removal is performed by either the vendor-provided uninstall program or the NT operating system. If the actual product is removed, the COE Segment Installer tool must be used to remove
 the accompanying segment descriptors.
· State in the ReleaseNotes segment descriptor that the abbreviated segmentation process has been used to create this segment. Also state that the product must already exist on the platform before the abbreviated segment’s segment descriptor files can be loaded.

· The PreInstall segment descriptor file shall verify that the product has already been installed and that the version of the installed software is the same as expected by the abbreviated segment. Specifically, PreInstall shall read the Windows NT registry to determine if the segment exists and what version it is. If the expected product has not been installed, then PreInstall shall notify the operator that they must first load the product and then invoke the COE Segment Installer once again. PreInstall should then terminate with an appropriate error displayed to the operator via the COEInstError API or common dialog message box. Thus, an abbreviated segment can never be installed without the actual software having already been installed.

· The abbreviated segment may need to use the $USES_UNINSTALL keyword
 in the Direct segment descriptor to avoid conflicts with the COE segment installer. Refer to Chapter 6 and subsection 7.3 below.

· The disk space requirements listed in the Hardware  XE "Hardware" descriptor must be the sum of the space required for the segment descriptors and for the software loaded through vendor-provided procedures.

7.2.7 Segment Enterprise Distribution

Guidance for enterprise distribution of NT-based segments will be provided in a future I&RTS update.

7.2.8 Configuration Definitions

Guidance for the development and implementation of configuration definitions for segment bundles will be provided in a future I&RTS update.

7.3 NT-Specific COE Descriptors

Chapter 6 describes the segment descriptors required for segments whether they are NT or UNIX, and whether they are a result of full or abbreviated segmentation. This section is provided as a quick reference for items that are NT-related. Refer to Chapter 6 for complete discussion of each of the descriptors discussed below.

General comments follow:

· Pathnames must be given using ‘\’ in conformance to the Windows environment.

· Segments should normally not need to specify a disk drive because such designations are considered to be advisory only. For backward compatibility, when a disk drive designation is given, it and any associated pathname must be enclosed in double quotes. This is required so that the tools can distinguish between use of ‘:’ as a field delimiter for descriptor lines, or as a separator between a disk drive name and a directory pathname.

· In accordance with commercial standards, executable descriptors shall have either a .EXE extension (for compiled programs) or a .BAT/.CMD extension (for batch files). This applies to the “scripts” used in the installation process: DEINSTALL XE "DEINSTALL" , PostInstall XE "PostInstall" , PreInstall XE "PreInstall" , and PreMakeInst XE "PreMakeInst" . Segment descriptor files may optionally have a .TXT extension.

Comments related to specific descriptors follow.

AcctGroup XE "AcctGroup" 
Account groups are being deprecated and should not be used.

COEServices XE "COEServices" 
The $GROUPS XE "$GROUPS"  and $PASSWORDS XE "$PASSWORDS"  keywords are not supported for NT platforms. VerifySeg XE "VerifySeg"  generates a warning if a segment descriptor contains these keywords.

DEINSTALL XE "DEINSTALL" .EXE and DEINSTALL.BAT
A segment that does not include a DEINSTALL descriptor is deemed a “permanent” segment and may be updated, but not removed. In many situations, it is desirable for the segment to be removable, but there are no actions that DEINSTALL must perform. For this reason, DEINSTALL may exist as a zero-length file and it may exist as a file with no extension.

Direct XE "Direct" 
Segments should normally not register information in the Windows NT Control Panel Add/Remove Programs application because the segment installer will perform this function in accordance with the Windows NT Logo Program requirements. However, abbreviated segmentation segments that use a Logo-compliant installation process may already do this. If the segment does register such information, the $USES_UNINSTALL  XE "$USES_UNINSTALL" keyword
 in the Direct descriptor must be specified to avoid a conflict between the abbreviated segment’s installation program and the COE segment installer.

FileAttribs XE "FileAttribs" 
Because file permissions are different between the UNIX and NT environments, FileAttribs XE "FileAttribs"  is operating system specific. The COE tool MakeAttribs
, when run on an NT platform, will create a proper FileAttribs file for NT segments. C style #ifdef preprocessor statements may be used to combine a UNIX and NT FileAttribs descriptor.

Hardware XE "Hardware" 
The diskname field for the $PARTITION XE "$PARTITION"  keyword must be a disk drive name. For example, to indicate that a segment requires 20MB on the F disk drive, the proper $PARTITION statement is:

$PARTITION XE "$PARTITION" :”F:”:20480

Network XE "Network" 
The Network descriptor is not presently supported for NT platforms. VerifySeg XE "VerifySeg"  will issue a warning if a Network descriptor is found for an NT segment.

Processes XE "Processes" 
The $RUN_ONCE XE "$RUN_ONCE"  keyword identifies process that should be run the next time the system is started. This keyword requires authorization by the cognizant DOD Chief Engineer because of potential security and performance risks.

Registry XE "registry" 
The Registry XE "registry"  descriptor allows the segment to have the COEInstaller XE "COEInstaller"  create registry XE "registry"  key entries.

ReqrdScripts XE "ReqrdScripts" 
ReqrdScripts XE "ReqrdScripts"  descriptor is not supported for NT platforms. VerifySeg XE "VerifySeg"  will print a warning if this descriptor is present.

SegName XE "SegName" 
The $COMPANY_NAME XE "$COMPANY_NAME"  and $PRODUCT_NAME XE "$PRODUCT_NAME"  keywords
 allow a COTS segment to specify company and product names for the registry XE "registry" . These are added by the COEInstaller XE "COEInstaller" , and must not be specified if the COTS product creates registry entries itself.

SharedFile XE "SharedFile" 
This descriptor
 allows the segment to identify shared DLLs.

7.4 Platform Configurations

All PC hardware shall be NT-compliant, and services and agencies are required to select hardware platforms that are contained on the Microsoft Hardware Compatibility List. Programs that do not follow this requirement should not expect to receive assistance from the DII COE Engineering Office concerning hardware compatibility problems.

NT platforms may be interconnected into NT domains and workgroups as described below in subsections 7.4.3 and 7.4.4. NT platforms, depending upon how they are to be used in the LAN architecture and what operating system software is loaded on them, may be further classified as either server or workstation configurations.

NT COE server configurations consist of many different types, to include the following:

· NT Workstation

· NT Server

· Terminal Server Edition

· Enterprise Server Edition.

Core components can be installed on top of the NT operating system, expanding the systems capabilities and functionality. Core components  XE "server core components" are defined as components purchased with the commercial Windows NT server or workstation operating system and that operate under the same license. Utilities and files included in Microsoft Windows NT Service packs by definition become core components upon installation. Examples of core components include:

· Chat

· Clock

· Domain Controller (Primary or Backup) (server only)

· DNS Server (server only)

· Internet Explorer

· Internet Information Server (IIS) (server only)

· Transaction Server (server only).

Security Considerations

The DII COE Secure Windows NT Installation and Configuration Guide document provides details for establishing a secure Windows NT environment for multiple levels of classification. Guidance in this configuration guide applies to the operating system and COE kernel and is:

· recommended for unclassified platforms, and

· required for classified platforms.
Classified mission-application segments may be required to enhance or modify the DII COE Secure Windows NT Installation and Configuration Guide to meet program specific requirements. A security configuration for unclassified NT COE systems is in development and is expected to be released in conjunction with the migration to Windows 2000.

Hardware Platforms

The COE supports all hardware platforms Windows NT operating systems runs on. This includes:

· IBM compatible PCs

· Alpha platforms.

The Alpha-based Windows NT operating system is capable of running Intel 80x86 and native Alpha-coded segments. The Alpha uses a translation scheme called FX!32
 to convert Intel 80x86 machine code into Alpha machine code. This step is done on the fly when a segment is first invoked after installing it. The translation only needs to be performed once. From then on, the Alpha platform uses the translated code rather than the original 80x86 machine code.
Except COTS, Windows NT-based segments should be compiled for both the Intel 80x86 and Alpha platforms. The distribution medium can be different for each hardware platform or the install routine should be capable of recognizing the hardware platform and installing the proper version. While most segments run without problems there are known problems with some Intel 80x86 segments running under FX!32. Segments compiled only for the Intel 80x86 platform shall list known FX!32 runtime compatibility problems in the release notes descriptor.

7.4.1 Dynamic Host Configuration Protocol (DHCP)

The use of DHCP XE "DHCP"  for unclassified NT-based COE platforms is unrestricted. Guidance for the use of DHCP with classified NT-based COE platforms will be provided in a future I&RTS update.

7.4.2 Windows Internet Name Service (WINS)

The use of WINS XE "WINS"  for unclassified NT-based COE platforms is unrestricted. The use of WINS for all naming resolution is not recommended since WINS is scheduled to be phased out under Windows 2000.

7.4.3 Windows NT Domains

There are several meanings associated with the word domain. XE "domain"  In the DNS world a domain is the name and address of every machine associated with a group. Windows NT Server domains are defined as the logical grouping of network servers and other computers that share a common security and user account information. In this subsection, domains will refer to Windows NT Server Domains.

A domain model XE "domain model"  is a grouping of one of more NT domains, with administration and communications links between the domains, arranged for the purpose of user and resource management. The link between domains is called a trust relationship.  XE "trust relationship" The domain model and trust relationships should be determined by each service, CINC, or agency. The COE recommends the single domain model architecture based on a major unit or organization. The single domain model minimizes the changes required for the migration to the next version of NT and the Active Directory Services.

7.4.4 Windows NT Workgroups

An NT workgroup XE "workgroups"  is one or more computers on a network that claim to have some logical relationship to one another. Computers in a workgroup operate as a peer-to-peer network. Unlike domains, workgroups do not have a security center in the form of a domain controller. User accounts are maintained on each workstation. The only real function a workgroup name provides is that it groups computers together for network browsing purposes.

The COE fully supports the use of NT workgroups. Each service, CINC, or agency should determine the use and organization of workgroups. NT COE platforms should only be assigned to a workgroup when a domain is not available or practical due to mobility requirements.

7.4.5 Windows NT Servers

This subsection describes the configuration of a generic NT COE server. NT COE servers are platforms with a commercial version of Microsoft’s NT Server installed. All NT COE servers being configured shall be partitioned and organized
 as described in this subsection.

Windows NT COE servers are used to perform many different functions for users and other NT COE workstations and devices. Examples of these functions include:

· File

· Mail

· Print

· Web

· DNS

· Domain controller (Primary and Backup)

· Windows Internet Naming Service (WINS)

· Transaction Server

· Terminal Server.

NT COE platforms performing these primary functions are classified as servers and must be configured to be in compliance with this subsection.

7.4.5.1 Server Disk Partition Structure

NT COE server platforms shall have a minimum of three
 partitions. These partitions should be designated as the C:, D:, and E: drives. The primary partition, C: drive, should be reserved for the operating system files and core components. The second partition, D: drive, should be reserved for segment executables and supporting files. The third partition, E: drive, should be reserved for data files. Segment files and data files may be installed on more then one partition. . It is recommended that drive letters be assigned sequentially. A server with three data drives would be organized as follows:

· C:\ - Operating system and core components

· D:\ - Segment drive

· E:\ - Data drive (table space)

· F:\ - Data drive (indexes)

· G:\ - Data drive (logs).

Segment and data files should not be placed on the same partition.

· Servers with FTP enabled shall put the FTP directory structure on a dedicated partition. Servers with a web server installed shall put the web server root directory (e.g., \wwwroot) and subdirectories on a dedicated partition.

· The COE disk partition structure supports the optimization of large database files by placing data, index, and log files on separate partitions. These partitions may be separate physical drives, stripe sets, etc. Database files and user home directories may not be placed on the primary partition.

· User home directories and group common drives should be placed on their own partition or on the same partition with the data files.

7.4.5.2 Server Disk Directory Structure

The directory structure requirements stated in subsection 7.2.3 apply to NT server configurations. Additional guidance is provided here for subdirectories related to NT server configurations.

users Directory Structure

Local operator accounts are specific to a single NT platform, while global operator accounts are accessible from any NT workstation platform on the network. Through the use of third-party network file system applications, operator accounts may be mixed between UNIX and NT platforms. Thus, an operator account can be on a UNIX or NT server platform. This subsection describes global accounts maintained on an NT COE server.

Global operator account subdirectories (e.g., \users\UserName) are physically located on an NT platform designated as a file server. This directory is made accessible to other PCs on the network through the share command. Only administrators, the designated user, and backup accounts should have access to a user’s global share point. The UserName subdirectory should be assigned as the user’s HOMESHARE environment variable and home directory in their profile. It is recommended that user accounts have a public subdirectory (e.g., \users\UserName\Public). The public subdirectory should be accessible to the other members of selected groups the user belongs to.

See Figure 7‑6 for an example user’s global directory structure on an NT COE server functioning as a backup domain controller, database server, and file server for segment administration users and groups. The \users directory shown contains three users: Jones.M, Krum.E, and Smith.J. Each user has a home directory and a \users\UserName\Public subdirectory. These public subdirectories are accessible through the Network Neighborhood as shown in the figure for platform Afbd-ccpl1.
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Figure 7‑6: users Directory Structure Example

Roaming profiles shall not be stored on the server’s primary partition. A roaming profile is stored on a network share and can be accessed from any computer. A user who has a roaming profile can log on to any computer for which that profile is valid and access the profile. A profile is only valid on the platform for which it was created—for example, a Windows NT 4.0 profile cannot be used on a Windows 95/98 computer. Additionally, for menu selections and shortcuts in a profile to work properly, all computers a user can use must have an identical configuration. For example, if the menu selection under the Programs menu for Seg_A points to D:\Seg_A on one computer and to F:\Seg_A on another, then the menu selection will only work on one system. All files in the user’s Personal subdirectory are downloaded from the server when the user logs in and then the server is updated if files are added, deleted, or changed.

Group Directory Structure

Local and global group accounts that support workgroup functions should have a common group subdirectory where common files for the group are stored. This subsection describes group account common directories maintained on an NT COE server.

Normally users are assigned to global domain groups and global groups are assigned to local groups and may be shared with other domains. Group account subdirectories (e.g., Data drive:\users\GroupName) are physically located on an NT COE platform designated as a file server. This directory is made accessible to other PCs on the network through the share command. It is recommended that group accounts have a public subdirectory (e.g., Data drive:\users\GroupName\Public). The public subdirectory should be accessible to other groups and users that need to share files. See Figure 7‑6 for an example \users directory consisting of three groups: Administrators$, AF_GBSSBM, and AF_GBSRBM. The Administrators group directory has a $ sign appended to the directory name. When shared, the directory becomes accessible to authorized users but does not show up in Network Neighborhood. Normally only local domain groups have a shared group directory but there is no restriction for creating a shared group directory for global domain groups.

Data that is managed by a segment but is owned by a specific user shall be stored under Data drive:\users\UserName\Application Data\SegDir in accordance with the Windows NT Logo Program. The subdirectory structure is dependent upon the segments operations. An example of this is shown in Figure 7‑3. The segment GBSSBM stores data specific for user Jones.M in the subdirectory Data drive:\users\Jones.M\Application Data\GBSSBM.

7.4.6 Windows NT Workstations

This subsection describes the configuration for a generic NT COE workstation. NT COE workstations are platforms with the commercial version of Microsoft’s NT Workstation installed. All NT COE workstations being configured shall be partitioned and organized
 as described in this subsection.

7.4.6.1 Workstation Disk Partition Structure

NT COE workstations should have a minimum of three hard drive partitions. These partitions should be designated as the C:, D:, and E: drives. The primary partition, C: drive, should be reserved for the operating system files and core components. The second partition, D: drive, should be reserved for segment executables and supporting files. The third partition, E: drive, should be reserved for user data files. Segment files and user data files may be installed on more then one partition. It is recommended that drive letters be assigned sequentially. A workstation with two segment drives could be organized as follows:

· C:\ - Operating system and core components

· D:\ - Segment drive

· E:\ - Segment drive

· F:\ - Data drive.

Segment and data files should not be placed on the same partition. Partition sizes are dependent on the type and amount of core components and segments installed.

7.4.6.2 Workstation Disk Directory Structure

The directory structure requirements stated in subsection 7.2.3 apply to NT workstation configurations. Additional guidance is provided here for subdirectories related to NT workstation configurations.

User’s Directory Structure

Local operator accounts are specific to a single NT workstation, while global operator accounts are located on a network file server and are accessible from any workstation. This subsection describes local operator accounts maintained on an NT COE workstation.

The local operator account home directory (e.g., drive:\UserName) is physically located on the NT workstation the operator uses. The drive:\UserName directory should be assigned as the user’s HOMEDRIVE and HOME environment variables. Figure 7‑7 illustrates setting the HOMEDRIVE and HOME variables for PFC Mary Jones by assigning E:\Jones.M to the Home Directory, Local Path field in the User Manager application. To ensure that the operator’s local directory structure is placed on the user’s partition, assign the operator’s home directory to the User Environment Profiles, User Profile Path field, as illustrated in Figure 7‑7. NT will automatically create the directory structure from the Default User profile the first time the operator logs on.
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Figure 7‑7: Creating a User’s Local Directory

NT creates the subdirectories listed below for the local operator; only the directories pertinent to this discussion will be addressed in this subsection:

· Application Data

· Cookies

· Desktop

· Favorites

· History

· NetHood

· Personal

· Public

· Recent

· Send To

· Start Menu

· Templates

· Temporary Internet Files.

These subdirectories control the user’s NT environment and provide locations where segments and the operator can store information and data that belongs to the owning user’s account.

Windows NT Logo Program-compliant segments are required to use the appropriate Win32 API to find the current user’s Personal subdirectory so when the operator opens or save files, the dialog box opens up in the Personal subdirectory. The Personal subdirectory is the designated operator’s local directory where data and files are saved.

7.5 Reserved Words

The Windows NT Logo Program refers to reserved words as “Keywords.” Keywords consist of:

· segment prefixes,

· environment variables,

· reserved filenames, and

· reserved directory names (includes the complete path).

NT operating system files are called Core files  XE "core files" and are reserved as keywords.

7.5.1 Segment Prefixes

The segment prefixes listed as reserved in Chapter 6 are also reserved in the NT-based COE. A current list of segment prefixes is available from the COE Engineering Office. The following are reserved segment prefixes specific to the NT-based COE:

NT
WIN
WIN95

WIN98

WIN2K
WINNT.

7.5.2 Environment Variables

Historically, the COE environment variables are based on the UNIX operating system’s requirements. Windows NT was developed after UNIX and, as a result, has different names for equivalent UNIX environment variables. The environment variables
 listed as reserved in Chapter 6, except COE_SYS_NAME and COE_SYS_VERSION, are not reserved in the NT-based COE. COE_SYS_NAME and COE_SYS_VERSION should be set if the platform’s primary function is to be used for a COE program like GCCS or GCSS.

Segments shall utilize the standard NT environment variables. Segments shall not create environment variables with the same name as any reserved environment variable.

The Windows NT operating system uses three levels of environment variables:

1. System environment variables,

2. User environment variables, and

3. AUTOEXEC.BAT/.NT environment variables

System environment variables are set during installation and their values can be changed by administrators and developers using the appropriate Win32 API. The system environment variables listed below are reserved keywords for NT COE platforms:

· COMPUTERNAME

· ComSpec

· NUMBER_OF_PROCESSORS

· OS

· Os2LibPath

· PROCESSOR_ARCHITECTURE

· PROCESSOR_IDENTIFIER

· PROCESSOR_LEVEL

· PROCESSOR_REVISION

· TEMP

· windir.

Segments may not change the above system environment variables.

User environment variables can be set by users and administrators and take precedence over system environment variables. The system and user environment variables listed below are reserved keywords for NT COE platforms:

· COE_SYS_NAME
· COE_SYS_VERSION
· HOMEDRIVE

· HOMEPATH

· HOMESHARE

· LOGONSERVER

· Path

· PATHEXT
· PROMPT

· SystemDrive

· SystemRoot

· USERDOMAIN

· USERNAME

· USERPROFILE.
Except for COE_SYS_NAME and COE_SYS_VERSION, these environment variables may be changed or extended in accordance with standard NT practices. COE_SYS_NAME and COE_SYS_VERSION are set by a specified segment and are used to indicate the installed system’s name and version and may not be altered by other segments.

The root-level AUTOEXEC.BAT XE "AUTOEXEC.BAT"  and CONFIG.SYS files, used during boot up to create the Windows NT environment, are reserved files and shall not be modified by any segment, excepting COTS segments. XE "CONFIG.SYS"  AUTOEXEC.NT XE "AUTOEXEC.NT"  and CONFIG.NT XE "CONFIG.NT"  files set the user environment for the command prompt and are reserved files and shall not be modified by any segment. Segments, excepting COTS segments, should not set or extend the Windows path environment variable.

All Windows NT system INI files (specifically, WIN.INI XE "WIN.INI" 

 XE ".INI"  and SYSTEM.INI XE "SYSTEM.INI" ) are reserved files and shall not be modified by any segment, excepting COTS segments. Segments may create and modify their own local INI files for segment variables not suited for the registry in accordance with the Windows NT Logo Program.

7.5.3 Reserved Filenames

NT core files are reserved filenames and shall not be used as the name of a segment file. NT core files are files required by the NT kernel and infrastructure to support segments and system operations. Core files are installed during the OS installation and are provided during OS upgrades; e.g., DirectX and Direct3D. The list of core files is dynamic, and as such a current list of core files is maintained by Microsoft and can be downloaded from the Microsoft home page.

In addition to the core files, the Windows NT OS reserves the following filenames:

· CON

· AUX

· COM1

· COM2

· COM3

· COM4

· LPT1

· LPT2

· LPT3

· PRN

· NUL.
These names are file handles used by the OS to access hardware resources available on most PCs. Using these as segment filenames would cause conflicts with printing, serial port communications, and keyboard input. An attempt to use one of the device names listed above results in a system error message.

7.5.4 Reserved Directory Names

Segments are assigned a directory name when they are registered so as to avoid two developers using the same assigned directory. A current list of assigned directories is available from the COE Engineering Office.

The system root directory is reserved, and segments shall not create new files in the root directory. Additionally, application DLLs may not be installed under the system root.

7.6 Naming Conventions

Every device or user attached to a COE network must have a unique identification. A duplicate identification for a domain, device, or user can cause network-wide anomalies and result in service interruptions of varying levels of severity. The naming conventions given in this subsection shall apply to all DOD organizations that have established, or plan to establish, network domains using the Windows NT operating system for COE-based systems.

· It is recommended that all existing Windows NT domains, servers, and workstations be named in accordance with these conventions. Full implementation of the conventions on existing systems is expected to take some time and shall be part of the migration plan to achieve full DII compliance.

· All planned or future Windows NT domains, servers and workstations shall comply with these conventions before implementation.

The naming conventions provided in this section are predicated upon the following facts:

1. There may be no DNS or Windows name resolution available.

2. Joint or unified networks must be supported. These networks may consist of devices from all services and agencies that may originate from different locations.

3. Mobile laptops must be supported. Users must be able to connect and disconnect from COE networks without causing a name conflict.

4. The Windows NT Logo Program does not address the subject of naming conventions.

Naming conventions for classified and unclassified COE platforms and devices are the same except as noted in the subsections below. COE platforms and devices that may be accessed by non-DOD users (e.g., proxy servers on the Internet) are exempt from all naming conventions as provided in this section.

7.6.1 Directory Names

All segments, except COTS, are required to obtain an assigned directory name at segment registration time. The assigned directory, as explained in Chapter 6, is not the same as the segment prefix because segment prefixes are not guaranteed to be unique for all segments.

Segments are to be self-contained underneath the assigned directory. For COTS products in which abbreviated segmentation is done, the “pseudo-segment” that contains the segment descriptor information must also be given an assigned directory name. Segments should limit the assigned directory name length to less than 32 characters. COTS segments should use the default directory name(s) provided by the vendor.

7.6.2 Filenames

Windows NT provides support for filenames up to 255 characters long (including the path and extension). Segments should limit filename length to less than 32 characters for files created by a segment’s user.

· Filenames can include any character except the following:

\ / : * ? < > | “

· Segments, except COTS, shall not be installed with filenames that contain embedded spaces. Most script functions use blank spaces to separate words; embedded spaces may cause filenames to be parsed into separate words. Surrounding the filename with quotes (““) causes functions to treat filenames with embedded spaces as one word; this causes unneeded complexity.

· Segments shall use file extensions that correspond to conventional Windows usage. That is, use .EXE for executables, .DLL for dynamic link libraries, .TXT for ASCII text files, etc. Note this means that NT segment descriptor files should use the .TXT extension,
 but shall use the .BAT or .CMD (for batch
 files), or .EXE (for compiled programs) extension for PostInstall XE "PostInstall" , DEINSTALL XE "DEINSTALL" , PreInstall XE "PreInstall" , and PreMakeInst XE "PreMakeInst" .

· Segments shall handle long filenames and provide the following functionality in accordance with the Windows NT Logo Program:

· Shall allow plus signs (+), commas (,), semicolons (;), equal signs (=), and square brackets ([ ]) anywhere in the filename.

· Shall not save leading or trailing spaces as part of the filename. Segments shall strip the spaces and add an extension. (For example, returning the filename “test.ext” and not “ test .ext”.)

· Shall not save question marks as part of the filename.

· Shall support 255 character (including the path and extension) filenames.

· Shall support saving to a Universal Naming Convention (UNC) pathname, such as \\Server\Directory\Filename.

· Shall add an extension before saving a file. For example, “test.” shall be saved as “test.ext”.

7.6.3 Registry Keys

Windows NT provides support for Registry keys and subkeys up to 256 characters long. In the context of this subsection registry keys are classified as :

· Root key - registry key located at the root level of a hive

· Subkey - registry key located under a root key, can be nested under other subkeys

· Top level key - root key or first subkey inserted into the registry by a segment

· Key - registry key, can be a root or subkey

Many registry root keys, subkeys and values must follow the naming conventions dictated by the registry itself. An example is the registration of a file extension. The extension itself is registered as a root key in the HKEY_CLASSES_ROOT hive and must be in the format of a period followed by three alphanumeric characters. Top level keys created by a segment shall follow one of the two formats: SegPrefix-Title or SegPrefix where SegPrefix is the segment’s prefix assigned when the segment was registered, where - is the minus sign used as a separator, and Title is a descriptive title up to 249 characters in length that is assigned by the segment developer. The segment prefix may be used without a minus sign or title as a top-level registry key. Subsequent subkeys under the top-level key are not required to start with the segment prefix.

7.6.4 TCP/IP Domain Names

Guidance for TCP/IP domain names will be provided in a future I&RTS update. The intent is to identify the agencies controlling domain naming schemes and provide a common reference for NT COE platforms.

7.6.5 SMTP Domains

Guidance for SMTP domain names will be provided in a future I&RTS update. The intent is to identify the agencies controlling domain naming schemes and provide a common reference for NT COE platforms.

7.6.6 NT Domains

NT domains exist to manage and control access to network resources. Windows domains support the ability for one domain to trust another domain, thereby allowing users in one domain to use or interface with resources in another domain. NT COE domains may follow any domain model. The single domain model XE "single domain model"  is the preferred architecture for NT COE domains.

Worldwide fielding of NT COE-based systems can potentially include several hundred servers and thousands of workstations and devices. In order to enable military units and organizations to mobilize and build joint networks/domains on such a large scale, it is essential that every server, workstation, and device have a unique identification within the system. The simplest way to do this is to associate each domain by service or agency then by organization, thus ensuring uniqueness within the organization. Domain names can be associated with location names if assigned organizations are not deployable.

· Domain names shall not exceed 15 characters, and shall consist of the following set of characters:

0-9

A-Z

. (period)

- (minus sign)

Blank characters are not permitted as part of a domain name. No distinction is made between upper and lower case. The first character must be an alpha (letter) character. The last character must not be a minus sign or period. The entire space allocated need not be used.

· When naming NT COE domains the following convention shall apply:

SSOrg

where SS is taken from Table 7‑1 and where Org = Organization name, up to 13 characters, determined by service, agency, or CINC.

· Other agencies, services, and CINCs shall coordinate their abbreviation for Table 7‑1 with the DII COE Chief Engineer. It is recommended that Reserve and National Guard forces follow the abbreviations for their service branch.

Abbreviation
Service/Agency

AF
US Air Force

AR
US Army

CC
US Coast Guard

DL
Defense Logistics Agency (DLA)

JO
Joint Organization

MA
US Marine Corps

NA
US Navy

NI
National Imagery and Mapping Agency (NIMA)

Table 7‑1: Domain Naming Conventions

7.6.7 NT COE Resource Domains and Workgroups

Resource Domains

Resource domains XE "Resource domains"  follow the same naming conventions as NT domains.

Workgroups XE "Workgroups" 
Workgroup names shall not exceed 15 characters, and shall consist of the following set of characters:


0-9


A-Z


. (period)

- (minus sign)

The default workgroup name WORKGROUP should not be used. Workgroup names are assigned by service, agency, or CINC. It is recommended that the first two characters of a workgroup’s name be the abbreviation from Table 7‑1 that would be assigned to an organization’s domain name.

7.6.8 Global Groups

Global groups XE "Global groups"  are a group of user accounts that can be assigned rights or permissions and added to local groups that exist in other domains.

· Windows NT comes with global groups already established; these groups should be used to the maximum extent possible. New groups with the same functions shall not be created.

· Global group names shall consist of up to 20 upper or lower case characters. The following characters shall not be in a group name:


“ / \ [ ] : ; | = , + * ? < >

· Global group names shall not consist of all periods (.) or blank spaces. Because global groups are exchanged between domains, each group’s name must be unique between domains.

· When naming global groups the following convention shall apply:

SSOrg
where SS and Org have the same meaning as for NT domain names except that Org may consist of up to 18 characters.

7.6.9 Local Groups

Local groups XE "Local groups"  are a group of user accounts that can be assigned rights and permissions within a domain or platform.

· Windows NT comes with local groups already established; these groups should be used to the maximum extent possible. New groups with the same functions shall not be created.

· Local group names shall consist of up to 256 upper or lower case characters.

· A local group name shall not contain the following character:

\

· Local group names are determined by the appropriate service, agency, or CINC.

7.6.10 User Login Names

· User login names shall consist of up to 20 upper or lowercase characters.

· The following characters shall not be in a user’s login name:

 “ / \ [ ] : ; | = , + * ? < >

· User login names shall not consist of all periods (.) or blank spaces.

· It is recommended that login names follow the format:

L.F#
where L = Last name consisting of up to 16 characters with one uppercase character, F = First initial, and # = a number 0 to 99. It is recommended that a number be assigned to all logins names. Note that a period “.” separates the last name and first initial.

· The user login account “Administrator” shall be renamed using the rename menu option in the User Manger or User Manger for Domains utilities. The name should not be a derivative of Administrator like Admin; the name should have no relationship to the system administration function.

7.6.11 NetBIOS and DNS Device Names

NetBIOS names are required of all devices on a Windows network. The following subsections provide the naming conventions for the primary devices that require NetBIOS names and DNS names (e.g., server, workstation, printers, and other devices).

7.6.11.1 Server Names

· NT server names shall be up to 15 characters in length. Due to limitations of many of the administration applications provided in the NT Resource Kit’s, COE NT Server names are limited to 12 characters.

· Server names shall follow the format:

LLFF#

where LL = Server Name as assigned by service, CINC, or agency; FF = Function Code from Table 7‑2; and # = a number 0 to 9. A number shall be assigned to all servers.

· Function codes in Table 7‑2 may be expanded by services, CINCs, and agencies as required. Multi-purpose servers should be assigned a function code based upon the primary usage of the server.

7.6.11.2 Workstation Names

· NT workstation names shall be up to 15 characters in length. Due to limitations of many of the administration applications provided in the NT Resource Kit’s, COE NT workstation names are limited to 12 characters.

· NT workstations can be configured to perform server functions like file or print services. When a workstation’s primary function is to provide a server function such as file or print services, then server naming conventions apply. Workstation names are assigned by service, agency, CINC, or owning organization and follow their established conventions.

Function Code
Server Usage

AP
Application server

BD
Backup domain controller

CL
Cluster server

DB
Database server

FS
File server

MH
AMHS file server

ML
Mail server

MQ
Message queue server

PD
Primary domain controller

SM
System management server

TR
Transaction server

TS
Terminal server

WS
Web server

Table 7‑2: Server Name Function Codes

7.6.11.3 Printers and Printer Queues

Printer and printer queue names may be up to 15 characters in length and are assigned by service, agency, CINC or owning organization.

7.7 Network Based Client Devices

The DII COE does not support Network Based Clients (including the Windows 95/98 operating system). This is because of their lack of C2 security features, including the capability to authenticate users and provide discretionary access controls.

Network Based Clients shall only be deployed as an end-user client device. An end-user client device may access both local and remote COE-based server controlled resources (e.g., applications, data and services).

Only authorized users shall be permitted to access Network Based Clients and their resources, whether local or remote. Authorized users shall be required to authenticate themselves using methods approved by the Designated Approval Authority. These methods may include:

· an authorized user being authenticated prior to gaining physical access to the workstation,

· authentication as part of the NT Domain or UNIX logon process which provides access to local resources, and

· authentication as part of the application process to gain access to remote resources.

Network Based Client platforms shall not be deployed as application (or other) servers in the DII COE environment. User and segment data should not be permanently stored on a Network Based Client platform. User and segment data may be temporarily stored on a Network Based Client platform if the system is operating in a stand-alone mode (not connected to a network).

Any data that is temporarily stored on a Network Based Client shall be protected against unauthorized disclosure through means commensurate with the highest sensitivity level of the data.

7.8 Programming Standards

Programming in the Windows environment is considerably different from the UNIX/X Windows environment. This subsection details programming practices that pertain to NT COE segments.

· Programs are required to follow guidance in these documents for segment development:

1. Microsoft Designed for Windows NT and Windows 98 Logo Handbook for Software Applications
2. Microsoft Platform Software Developers Kit (SDK)
3. New Win32 SDK

4. Windows Interface Guidelines for Software Design as development guidance for the NT segments.

· Segments should use common control and common dialog functions contained in COMCTL32.DLL and COMDLG32.DLL. Common dialog functions obtained from development environments such as PowerBuilder may also be used. If a runtime license is required, or if a developer license is required before other developers can use the APIs provided by the segment, prior approval by the cognizant Chief Engineer is required.

· As appropriate, segments shall support cut-and-paste operations through the clipboard.

· As appropriate, segments shall support drag-and-drop operations.

· Segments shall support 16x16, 32x32, and 64x64 icons.

· Segments shall not duplicate functionality already provided by Windows core components.

· Segments shall support long filenames and UNC filenames.

· Segments shall support the use of Unicode strings in accordance with the Windows Interface Guideline for Software Design.

· Segments should avoid using environment variables. The registry XE "registry"  or local INI files are preferred alternatives.

· The DII_DEV subdirectory will have been created as a result of installing the COE NT Toolkit. The DII_DEV directory should not be created except on developer workstations.

· Segments shall use the standard Windows APIs to locate a directory for temporary file and data storage. Segments shall delete temporary files prior to termination.

· It is recommended that segments, in accordance with the Windows NT Logo Program, include a system policy template  XE "policy template" to enable administrators to remotely manage the rollout and use of the segment. By utilizing a system policy template, global changes to registry parameters can be applied to all users, or a subset of users at the next interactive logon.

Windows NT allows administrators and developer, through a single interface, to customize aspects of the user’s environment and restrict the actions a given user can perform. The configuration that the administrator develops for users and machines is referred to as a system policy XE "system policy" . The policy actually takes the form of a file, which at logon is parsed, and the registry settings contained within that file are applied to the registry on the client machine to create a specifically defined environment for the user. When a system policy is applied, the existing user-specific or machine-specific registry settings can be overwritten with the settings the administrator has established in the policy file. This gives the administrator and developer the ability to set restrictions on the client machine and end-user. These policy settings can be applied individually to a specific user account or computer, or broadly to the group membership of a set of users. With a properly implemented policy, regardless of where a user logs on, that user’s environment can be customized to the administrator’s specification.

· It is recommended that the segment offer the administrator a template of registry settings to choose from in customizing that application’s rollout or behavior on user’s machines. This template is referred to as an ADM file. The administrator or developer can mandate a value, remove a value, or disregard the current state of a particular value at each interactive user logon. For example, a vendor can provide a template to administrators that can set the default server locations in each user’s personal preferences.

· If a segment utilizes the Run or Find dialog, the segment shall have an alternate method to accomplish the required task when a system policy is in effect that disables the user’s capability to use these features. If the segment is a shell extension, it should support the system policy NoViewContextMenu, which disables the context menu on the desktop or within the Explorer interface.

· Hardcoded pathnames shall not be used. If the segment stores paths in the registry, the segment should utilize ExpandEnvironmentStrings to support variables as part of the path, such as %USERPROFILE%.

· It is recommended that segments not write anything to the directory System Drive:\Winnt\system32.

7.8.1 Exceptions to Windows NT Logo Handbook Requirements

Operational, safety, and security requirements of the Warfighter create some unique and basic differences from software written for the commercial market. Segments developed for the commercial market normally do not need to support requirements like night or blackout operations. The COE recognizes this fact. Segments shall follow all Windows NT Logo Program requirements except the items listed below. Segments are not required to obtain a waiver for the following Windows NT Logo Program requirements:

· Support standard system size, color, and input settings

· Compatibility with the High Contrast option

· Requirement to run on Windows 98

· Support of CD-ROM AutoPlay.

7.8.2 Human Computer Interface

The following three references shall be used as development guidance for software interface design:

1. Designed for Microsoft Windows NT 4.0 and Windows 98 Logo Handbook for Software Applications

2. Windows Interface Guidelines for Software Design that covers Windows 95/98 and Windows NT

3. User Interface Specifications for the DII.

Conflicts between the guidance documents shall be resolved as follows:

1. The User Interface Specifications for the DII document shall have precedence over all other HCI guidance where there are conflicts.
2. Microsoft Designed for Windows NT and Windows 98 Logo Handbook for Software Applications has precedence over Windows Interface Guidelines for Software Design because it is updated every 6 months.
Final arbitration of any HCI guidance conflicts resides with the COE Engineering Office.

7.8.3 Application Programming Interfaces (APIs)

Segments shall use only Win32 APIs. Win16 APIs are not supported and shall not be used unless they are part of a COTS product for which there is no 32-bit alternative.

Segments shall not use MS-DOS APIs inside a compiled program. These functions are typically interrupt-driven or depend upon specific memory addresses and are not portable. Win32 APIs only are to be used within a compiled program. Segments may use Windows NT commands within the various installation-related batch files.

Developers should be aware that some Win32 APIs are available only in Windows 95/98. Developers may use these APIs, but should ensure that the segment still operates correctly in a Windows NT environment.

Developers, when spawning an application, shall use the Win32 API ShellExecute instead of CreateProcess. As a component of system policies, administrators can define which applications cannot be started from the Explorer interface. Utilizing ShellExecute allows this check to occur before starting the application.

7.8.4 Registry Usage

Microsoft Windows programs have traditionally created “INI” files to store configuration information. Windows NT and Windows 95/98 use a registry XE "registry"  instead to store hardware parameters, configuration data, and operator preferences. The registry is structured as a hierarchical database of keys organized into a tree structure. Runtime operation of the segment shall use Win32 APIs to interact with registry information.

The use of the NT Registry database is unrestricted provided that its use is in compliance with the Windows NT Logo Program to ensure a segment is “well behaved.” Segments, unless an approved permanent segment, shall insert into the registry the information directed in the Installation, User Experience section of the Windows NT Logo Handbook.

The Add/Remove Programs Control Panel uses the registry key

HKLM\Software\Microsoft\Windows\CurrentVersion\Uninstall

to uninstall software. In accordance with the Windows NT Logo Program. each segment, unless a permanent segment, inserts a top level key here, the key’s values are then used to control it’s uninstall routine. The key’s values also provide a central place for information about each application/segment installed on the platform. The COE requirements for each segment’s values for it’s Uninstall top level key are:

· DisplayVersion - COE version number, i.e., 3.1.0.12P1

· VersionMajor - COE version major number, i.e., 3

· VersionMinor - COE minor version number, i.e., 1

· Publisher - Responsible Service, CINC or agency

· ProductID - Segments configuration management number assigned by DISA.

The other values should be set in accordance with the Windows NT Logo Handbook. Values that do not have data, because they do not apply to the segment, are not required to be inserted into the registry.

An example of a segment that registers itself in accordance with Windows NT Logo Program and COE requirements is provided below. The sample segment’s assigned home directory is TIMER.

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall\TIMER

With the data values of:

“ApplicationName”=“Timer.exe”

“DisplayName”=“EFX Transmission Time Calculator”

“UninstallString”=“C:\\WINNT\\ST5UNST.EXE -n \”C:\\Program Files\\EFX Transmission Time Calculator\\ST5UNST.LOG\” “

“AppToUninstall”=“Timer.exe”

“DisplayVersion”=“1.2.0.5”

“VersionMajor”=1

“VersionMinor”=2

“Publisher”=“US Air Force”

“ProductID”=“CM-123-456-01”

“HelpTelephone”=“DSN 555-1212”

Not all values are the same for every segment as those illustrated above. The uninstall values may vary from the above example; this is due to the installation development tool used to build the abbreviated segment’s install/uninstall program.

7.8.5 File System

Windows NT supports three file systems: FAT, NTFS, and CDFS.

· FAT (File Allocation Table) is the file system used by later versions of MS-DOS, also referred to as FAT16 or VFAT (Virtual FAT).

· NTFS (NT File System) is the native Windows NT secure file system that supports long filenames and allows permissions to be set on directories and files.

· CDFS (CDROM File System) is specific to CDROM devices.

Currently, NT version 4 does not support the new FAT32 file system introduced with the Windows 95 upgrade. COE platforms will not use the FAT32 file system.

The HPFS (High Performance File System) originated with OS/2® is not supported by NT version 4. COE platforms will not use the HPFS file system.

The COE supports the CDFS file system for CDROM devices

NTFS is the file system required for the DII COE because its security architecture corrects known problems in FAT. DII-compliant systems shall be formatted to use NTFS. However, the FAT file system is the only available file system for floppy disks. Therefore, the COE requires NTFS for hard disk drives, but supports FAT for floppy drives. The type of file system in use should be transparent to most segments. The COE authorizes one exception to the NTFS file system requirement. Windows NT COE Alpha platforms are authorized to have a small FAT boot partition.

7.8.6 Filenames

NTFS filenames use the 16-bit Unicode® character set instead of 8-bit ASCII. Unicode is a technique for representing foreign alphabets (Japanese kanji, Chinese bopomofo, Greek, etc.). Pathnames in Windows usually include a disk drive designation (e.g., C:). The disk drive containing the desired file may be located remotely on another machine. Windows allows symbolic names, called the Universal Naming Convention (UNC), to be given to remote paths so that an application need not know the platform, disk drive, or exact path to reach a particular file. UNC pathnames start with two backslashes (\\) followed by the server name, followed by the desired pathname and filename (e.g., \\ServerName\MySubdir\MyFileName).

· NT segments are required to create and manage Unicode strings in accordance with the Windows NT Logo Program and standard Windows NT practices. This requirement is necessary because commercial products may be distributed on media that use Unicode filenames and because Windows NT uses Unicode strings internally.

· Segments shall support the use of long filenames. In accordance with the Windows NT Logo Program, use the long filename when displaying the name of a file. Avoid displaying the filename extension unless the user chooses the option to display extensions or when the file type is not registered.

· Segments shall support UNC pathnames and so be able to save and retrieve files without specifically referencing a network drive letter.

7.8.7 File Extensions

Windows NT uses file extensions for two primary purposes: to identify the file type and to identify the application that creates and maintains the file type. The Windows NT Logo Program sets the rules and operational requirements a Windows NT segment must meet to ensure a user has a reliable and well-behaved program in regard to the use of file extensions. Segments that must create and manage files to meet operational requirements shall, during segment installation, check the registry
 for the same file extension. If the file extension is listed in the registry, the segment must ask the user if they want to change the default program for that particular file extension. The default program is called the application identifier. In accordance with the Windows NT Logo Program, developers should reference The Windows Interface Guidelines for Software Design for details of file type creation and the entries required in the registry.

Common file extensions are listed in Chapter 10 of the Windows Interface Guidelines for Software Design. Developers are required to investigate file extensions in order to avoid conflicts with extensions used by other segments. Utility files, with a unique extension, created by a segment that a user does not interact with directly, must have the extension and an icon registered. To avoid improper use of utility files, these files should be marked as hidden via their file attribute. If a user selects to open a utility file, the segment must be able to open the file in the proper operational context or present the user with help describing the file’s proper usage.

A file extension must be unique in the registry and can only have one application identifier. The Windows NT operating system does not provide arbitration for segments that use the same extensions as only one segment can control a file type at a time. File extensions used by a segment must be registered with DISA in conjunction with registering the segment’s prefix. The DII COE Chief Engineer will arbitrate duplicate file extensions. The next version of Windows NT will allow for multiple application identifiers for file extensions.

Developers must define the type name (also known as the MainUserTypeName) as the human-readable form of its segment (application identifier) or class name. It should convey to the user the object’s name, behavior, or capability, and version number. A type name must meet the registration requirements described in subsection 7.8.17.

These type names provide the user with a precise language for referring to objects. Because object type names appear throughout the interface, the user becomes conscious of an object’s type and its associated behavior. However, because of the length of object type names, developers are encouraged to include a short type name.

Because the system uses three-letter extensions to describe a file type, do not use extensions to distinguish different forms of the same file type. For example, if your application has a function that automatically backs up a file, name the backup file Backup of filename.ext (using its existing extension) or some reasonable equivalent, not filename.bak. The latter implies a change of the file’s type. Similarly, do not use a Windows filename extension unless your file fits the type description.

7.8.8 Dynamic Link Libraries

Windows originally exported DLL functions by assigning ordinal numbers to each exported function. Modules linked to DLL functions by ordinal number. However, later versions allowed linking to be by symbolic name rather than ordinal numbers. All NT segments shall link by symbolic name and shall export DLL functions by symbolic name rather than ordinal numbers. The reason for this requirement is that ordinal numbers for exported functions could change with time, whereas symbolic names will not. Segments shall use DLLs in accordance with the Windows NT Logo Program.

7.8.9 Services

Windows NT supports an application type known as a service. A Win32-based service conforms to the interface rules of the Service Control Manager (SCM). It can be started automatically at system boot, by a user through the Services control panel applet, or by a Win32-based application that uses the service functions included in the Win32 application programming interface (API). Services can execute even when no user is logged on to the system. Windows NT services are equivalent to UNIX daemon/background process and shall follow the same COE requirements described in Chapter 6. The following additional guidance for Windows NT services is provided:

· Services or executables registered as services that must be run under an administrators account are considered a privileged background process.

· The predefined “System” account is not a privileged account in an NT domain. Segments that install and configure services that operate under the “System” account do not require Chief Engineer approval. This does not negate the requirement to notify the Chief Engineer of all processes running in the background.

· Services shall not be configured to interact with the desktop, unless approved by the Chief Engineer.

· Services installed by a segment shall not be configured to run under a specific user account.

7.8.10 Component Object Model Plus (COM+)

Guidance for COM+ will be provided in a future I&RTS update.

7.8.11 Dynamic Data Exchange (DDE)

Guidance for DDE and NetDDE will be provided in a future I&RTS update.

7.8.12 Object Linking and Embedding (OLE)

The COE requires OLE to be supported by NT-based segments in accordance with the Windows NT Logo Handbook.

7.8.13 OLE Database (OLE-DB)

Guidance for OLE-DB will be provided in a future I&RTS update.

7.8.14 Automation

The COE requires NT-based segments to support automation in accordance with the Windows NT Logo Program Handbook.

7.8.15 ActiveX

The COE supports the use of ActiveX controls for unclassified segments. Segments containing ActiveX controls shall create and register them in accordance with the Windows NT Logo Program Handbook. The COE does not support the use of ActiveX controls for classified segments. Detailed guidance for the use of ActiveX will be provided in a future I&RTS update.

7.8.16 CORBA

Guidance for using COM+ with CORBA for the below areas will be provided in a future I&RTS update:

· Object interoperability

· Data interoperability

· Management interoperability

· Network interoperability.

7.8.17 Component Identification

Segments that register components shall include the following subkeys to the registry HKEY_CLASSES_ROOT hive in accordance with The Windows Interface Guidelines for Software Design:

· Segment Name - Name of segment responsible for object. Use the segment name and not the segment prefix.

· Data Type - Indicates the basic category of the object (for example, drawing, spreadsheet, or sound). Limit the number of characters to a maximum of 15.

· CurVer - COE assigned version number (e.g., 1.0.0.0).

7.8.18 Version Resource

The Win32® SDKs provide the facility to include a version-information resource for the following file types:

· executables,

· dynamic link libraries,

· drivers, and

· fonts.

Under Windows NT version 4, when viewing one of the above files’ properties sheet, information stored in the version resource appears under the version tab. The version tab gets its information from the version resource that can be added to any of the above file types. Except COTS, segments shall complete the following version resource information for the above types of file:

· CompanyName - Responsible Service, CINC or agency.

· FileDescription - File description to be presented to users.

· InternalName - Specifies the internal name of the file, if one exists—for example, a module name if the file is a dynamic-link library. If the file has no internal name, this string should be the original filename, without extension.

· FileVersion – File’s version number (set by the developer).

· LegalCopyright - Copyright notices that apply to the file.

· OriginalFilename - Specifies the original name of the file, not including a path. This information enables a segment to determine if a user has renamed a file.

· ProductName - Segment name.

· ProductVersion - Specifies the version number of the segment with which the file is distributed, e.g., 3.4.0.2.

7.8.19 Graphics

PC segments shall, at a minimum, support Super Video Graphics Adapter (SVGA) resolution. Segments should use OpenGL APIs for 3D graphics. OpenGL is a software interface that allows the creation of high-quality 3D color images complete with shading, lighting and other effects. OpenGL is an open standard designed to run on a variety of computers and a variety of operating systems. It consists of a library of API functions for performing 3D drawing and rendering.

7.8.20 Fonts

Windows supports three different kinds of font technologies to display and print text: raster, vector, and TrueType®. Segments shall use TrueType fonts to the maximum extent possible. Customized application-specific fonts shall be avoided in favor of using industry standard fonts wherever possible.

7.8.21 Printing

Segments shall use the built-in printing facilities provided by Windows NT. This includes using the Windows-supplied printer common dialog box for configuring a printer, selecting print quality, selecting the number of copies, etc. All access to the printer shall be through Windows APIs.

7.8.22 Configuration Management

Segments have three associated directory and file structures:

· development environment,

· installation medium, and

· post installation (operational).

The development environment is used to build the installation medium, which in turn when executed on the end users platform creates the operational directory and file structure. The intent of this section is to ensure the three directory structures remain separate and distinct.

NT-based segments shall follow the guidance for submission of source code as directed in Chapter 6 with the following exceptions:

· No Icons subdirectory - icons shall remain contained in the using files resource area (e.g., executable or DLL file) or in the same directory as the using file that can not contain an icon (e.g., data files or batch files).

· No Menus subdirectory - UNIX only.

· No keytab subdirectory - UNIX only.

· No man subdirectory - UNIX only.

· No Scripts subdirectory - UNIX only.

The development environment directory structure dictated by the development tools shall remain intact as required by the development tool (e.g., PowerBuilder, Microsoft Visual C++). Source code shall be placed in the SegDir\src subdirectory. Libraries shall be placed in the SegDir\lib subdirectory. Include files shall be placed in the SegDir\include subdirectory. The integration notes must contain instructions on how to configure the source code files and development environment to allow the segment to be recompiled. The instructions must include the exact version numbers of the development tools and utilities used in the segment’s development.

7.8.23 Network Considerations

UNC Filenames

NT segments shall support UNC filenames to access network shared drives and directories. If necessary, a segment can use the WinNet APIs to determine if a pathname is a network pathname.

NT segments that create network sharable services or devices shall store UNC information in the registry XE "registry" . The segment shall document the proper registry information in the API documentation for the segment.

Network Byte Ordering

Computer architectures sometimes differ in the convention they use for how bytes are ordered in a word. This is the so-called “big-endian, little-endian” problem. Computers in which the most significant byte in a word is the leftmost byte use big-endian byte ordering. Computers in which the least significant byte in a word is the leftmost byte use little-endian byte ordering. Intel architectures use little endian byte ordering. When data is sent across the network, it is important to agree upon the same convention for byte ordering. The big-endian convention is also known as the network byte order XE "network byte order"  and has been established as the industry standard.

The COE adopts the industry standard for byte ordering and requires the use of network byte order XE "network byte order"  for any data transmitted across a heterogeneous LAN. Segments shall ensure that all data is transmitted in network byte order. Segments shall use Win32 APIs to ensure that data sent across the network is in network byte order. Segments shall store disk data in native PC byte order.

Network Communications

Windows NT supports many transport layer protocols. Examples are provided below:

NetBEUI
provides compatibility with existing LAN Manager, LAN Server, and MS-Net installations.

TCP/IP
provides compatibility with standard UNIX environments and a routable protocol for wide area networks.

Data Link Control (DLC)
provides an interface for access to mainframes and printers attached to networks.

AppleTalk®
provides interoperability with Macintosh networks.

NWLink, IPX/SPX
provides a routable protocol for wide area networks and compatibility with Novell NetWare servers.

TCP/IP is the COE standard network protocol. Segments shall perform network communications through Winsock Win32 APIs. Other protocols like IPX and NetBEUI should be removed unless necessary. If other protocols are used, bind them only to the specific service that requires the protocol (i.e., Workstation or Gateway Services). Communications shall be designed to operate asynchronously to ensure that the server or application does not “hang” while waiting for a response.

7.9 Migration to Windows 2000

Guidance for migration of Windows NT segments to Windows 2000 will be provided in a future I&RTS update.






































































� Windows 3.1, Windows for Workgroups 3.11, Windows 95, and Windows 98 are not presently supported.


� This tool is not yet implemented.


� As of the date of this document, free copies of the analyzer program may be downloaded from http://www.veritest.com/mslogos/nt98/analyzer.htm.


� The COE segment installer does not presently support the Segment Suite attribute. In the interim, a Segment Suite should be packaged as an aggregate segment. Common subcomponents required by member segments should be packaged with the aggregate parent.


� A future release of the COEInstaller will be provided to conform to the conventions for disk partitions described in subsections � REF _Ref430557315 \r �7.4.5.1� and � REF _Ref430559444 \r �7.4.6.1�.


� Information on the Zero Administration Workstation (ZAW) initiative may be found at the following URL: http://www.microsoft.com/windows/zaw.


� Segments sometimes use the segment prefix as the name of the assigned directory, which is permissible as long as the segment prefix is unique among all segments. This is not always the case, as explained in Chapter 6, because developers sometimes need to share segment prefixes among segments, such as in an aggregate segment. Therefore, to guarantee uniqueness, the assigned directory is used rather than the segment prefix.


� DISA does not presently support the COE on Windows 95 or Windows 98. However, developers should design their segments to operate on Windows 95 and Windows 98 to conform to the Windows NT Logo Program and to allow for the potential use of Windows 98 in the future.


� Segments that use the COEInstaller are deemed to meet this requirement since it is the tool’s responsibility to be Logo-compliant. Segments that use abbreviated segmentation must ensure that the vendor-provided installation process meets this requirement.


� Both documents are available at http://www.microsoft.com/hwdev/desguid.htm.


� This is a near-term implementation restriction. Transition to a commercial installation process will integrate SDFs so that they are automatically removed during deinstallation without the need to take an explicit separate step.


� This keyword is not presently implemented but is reserved for future use.


� This keyword is not presently implemented but is reserved for future COE use.


� MakeAttribs does not presently support NT.


� These two keywords are not presently implemented.


� This keyword is not presently implemented.


� Documentation describing this scheme can be found at http://www.digital.com/amt.


� It may be permissible to “grandfather” existing servers without the need to reconfigure them to meet the criteria provided in this subsection. This can be done if the existing server configurations will not adversely affect other COE platforms on the network. Contact the cognizant Chief Engineer for guidance.


� NT platforms that are “grandfathered” by the cognizant Chief Engineer are not required to comply with the server disk partition structure described in this subsection (� REF _Ref430557315 \r �7.4.5.1�).


� Existing workstations can generally be “grandfathered” without the need to reconfigure them to meet the criteria provided in this subsection. This can be done if the existing configurations will not adversely affect other COE platforms on the network. Contact the cognizant Chief Engineer for guidance.


� The COE is migrating to implement environment variables, defined in Chapter 6 for backward compatibility with legacy segments, as registry entries. The target NT-based COE will use registry entries accessed through the appropriate APIs rather than environment variables. Developers are advised to begin migrating towards this approach.


� For backwardsbackward compatibility, NT segments may omit the .TXT extension. However, this is strongly discouraged. The segment must be consistent in either always using the .TXT extension or never using it. VerifySeg� XE "VerifySeg" � will strictly fail a segment that does not follow this convention. Otherwise it will be confusing and unclear which descriptor takes precedence when a segment includes the same segment descriptor, once with the .TXT extension and once without it.


� Developers should avoid the use of batch files and use executables whenever possible. Batch files, in PC NT, will cause a command shell window to pop up while the batch file is running.


� A future I&RTS release will provide segment descriptors that will be used by the COE segment installer to interface directly with the registry and perform these functions automatically for the segment.
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