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______________________________________________________________________________


This instructions implements DOD 5200.1-R, Information Security Program Regulation, AFPD 31-4, Information Security, and AFI 31-401, Managing the Information Security Program.  It sets up procedures for the review of patent applications held by the Security Division, U.S.  Patent Office, Department of Commerce.


SUMMARY OF CHANGES:


This revision updates organizational titles and symbols to reflect the reorganization under Air Force Research Laboratory.





1.  Background Information:





1.1.  Title 35 - United States Code, Sections 181 - 188 stipulate that applications for patents which could contain subject matter the disclosure of which might be detrimental to national security are to be made available for inspection by Defense Agencies that would request the issuance of a secrecy order if they determine the information should not be disclosed.  Under the law, an inventor may file foreign patent applications which could fully disclose the invention to the public six months after the date he or she filed with the U.S.  Patent office unless a secrecy order is issued.  Prompt security review of patent applications is therefore essential.





1.2.  To protect the confidential relationship between the inventor and the Patent Office, access to the applications is rigidly controlled.   The inspections are made by responsible representatives of the agency who must sign a dated acknowledgment of such access accepting the condition that information obtained from the inspection will be used for no other purpose than the administration of the secrecy act of the law.





1.3.  AFLSA conducts a screening at the Patent Office and segregates the patent applications to be reviewed according with the technical domains of the TOD structure.





1.4.  When an agency requests issuance of a secrecy order, they are asked to review the continuing applicability of the order, usually annually (once each year).





2.  Responsibilities:





2.1.  The Information Directorate, Business Management Division:





2.1.1.  Is the Directorate focal point of patent applications received for secrecy order evaluation.





2.1.2.  Assigns applications to the appropriate division for review.





2.1.3.  Resolves any ambiguity or uncertainty about assignment of review responsibilities.





2.1.4.  Keeps a record of patent applications received.





2.1.5.  Sets up procedures and controls to be sure of timely response to AFLSA.





2.1.6.  Returns completed review to AFLSA/JACN.





2.2.  Directorates:





2.2.1.  Set up a control point.





2.2.2.  Assign a responsible engineer or scientist, knowledgeable in the technical domain involved, to do the patent security review.





2.2.3.  Make sure of prompt reply to requests for patent review (should be done within five days).





2.3.  The Patent Evaluator:





2.3.1.  Evaluates patent applications (attachment 1).





2.3.2.  Determines need for issuance of secrecy order.





2.3.3.  Signs access sheet, and enters recommendation for action.








	RAYMOND P. URTZ, Director	Information Directorate
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(Attachment)





GUIDANCE FOR SECRECY REVIEW OF PATENT APPLICATIONS





A1-1.  Patent applications consist of:





A1-1.1.  A basic “specification” describing the invention.





A1-1.2.  A set of drawings illustrating the mechanism or apparatus.





A1-1.3.  An original set of claims (these are numbered, single paragraphs at the end of the specification which set out to define just what the invention is).  Although claims are in a language difficult for the layman to understand, their close scrutiny is not, ordinarily, necessary for a determination of secrecy.





A1-1.4.  Correspondence, amendments, and Office Actions, which need not be reviewed, at least until an understanding of the invention has been secured from the specification and drawings.





A1-2.  A Secrecy Order is needed when the application includes:  Technical data properly classifiable pursuant to a security guideline of the National Security Executive Order (EO 12358, classified National Security Information, April 20, 1995, effective 180 days).





A1-3.  A Secrecy Order is not needed when the application includes:





A1-3.1.  Improvements in technique, application, material, or apparatus which basically are already known in the open engineering or scientific literature.





A1-3.2.  Bizarre, impractical, or technically unsound solutions to actual or imaginary problems.





A1-3.3.  Merely different arrangements or ways of doing something, where the existing general solution to the problem is well known or established.





A1-3.4.  Any improvement which has no apparent utility in National Defense effort.





A1-3.5.  Minor details of material in classified projects, providing the feature or parameters which cause the project to be classified are not disclosed.





A1-4.  As an expert in the technical area, your review should provide the following recommendations:





A1-4.1.  Whether or not the patent application should have a Secrecy Order issued.





A1-4.2.  Whether classified material is contained in the patent application.  Where there is clear evidence of government property ownership interest (i.e., a statement on the first page of the specification as to an interest-free license to the government, a government contract number, or received with classified marking when filed at the Patent and Trademark Office (PTO)); then the Government Technical Representative has the right to classify the patent application.  If the patent application does contain classified information, it should be classified per DOD 5200.1-R, that is, classification level, downgrading and classification authority (including the most current security classification guide).  If the patent is on microfiche, the envelope must be marked with the proper classification and downgrading.  If a hard copy is supplied, all pages and paragraphs must be marked per DOD 5200.1-R.  The Business Management Division marks the document based on your recommendation.





A1-5.  Some Clarifications about Secrecy Orders:





A-1-5.1.  Any patent application that is found to have classified information contained in it and is subsequently classified automatically has a Secrecy Order issued on it by the Patent and Trademark Office (PTO).





A-1-5.2.  Per DOD 5200.1-R, paragraph 2-701, a patent application on which a Secrecy Order has been imposed is handled as though classified CONFIDENTIAL (or some higher classification as determined in A1-4.2, this attachment).
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